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reafting User IDs

Basic User ID and Role
Administration

Other Areas of Responsibility
Module Specific Security
Audits
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— User Can Self Register

.Usg.edu/gafirst-fin
k on Register For My Account
er will need to en’rer Birthday, Zip Code,

3 Login | Cricket Wireless Home | Mysite (%) Getting Started @ Copy Me That

OF GEORGIA GIVE

I ABOUT USG - OUR INSTITUTIONS v STUDENTS A NEWS & REPORTS

University System of Georgia personnel. To obtain a user name and password,
contact the ITS Helpdesk.

Subscribe to our mailing list

This list is intended for all customers of the GeorgiaFIRST PeopleSoft
Financials application. If you are a Budget User responsible for
creating/maintaining budgets at your institution, please click the radio
button at the bottom of this form to also sign up for the first-
Ib@listserv.uga.edu listserv.

* indicates required
Email Address *

UNIVERSITY SYSTEM OF GEORGIA

¥ f in
INITIATIVES & PRIORITIES w

Enter and process financial
transactions, run reports or
queries, analyze financial data.

GeorgiaFIRST Financials

New GeorgiaFIRST
Financials User

Register as a new Self-Service
user.

Register For My Account



https://www.usg.edu/gafirst-fin/documents/New_User_Self-Registration.pdf
https://www.usg.edu/gafirst-fin/documents/New_User_Self-Registration.pdf

y Admins Can Manuc

eopletools, Security, User Profiles
Jistributed User Profiles

El Distributed User Profiles
&« (&
¥ Most Visited Home | Mysite m Login | Cricket Wireless

 Employes Self Service
Distributed User Profile

Find an Existing Value Add a New Value |

User ID | NEWUSER|

&
—
N
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/ Admins Can Copy ©

£ Employee Self Service

Copy User Profiles
Existing User I TEST
New User Information
*New User |0 | NEWUSER
Description | New User
*Hew Password | ssssssssss

*Confirm Password (ssssssssssl

m | Return to Search | | Refresh

&
—
N
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Jser ID and Role Ad

er ID Administration General Tak

— Always ensure the account is unlockec
new and current accounts; Locked for
Terminated

— Ensure the EMAIL ID is correct

— The Process profile should default in ano
Primary Permission List Defaults (may nee
change to B business unit)

For Terminated Accounts, On the Ge
tab,Userid Alias Field, put their EMPLI
SERID in that box.

ZaN "% UNIVERSITY SYSTEM OF GEORGIA




[ General | 11} || User Roles H Workflow || Audit || Links || User D Queries |

UserID  NEWUSER [ Account Locked Out?

Description  Mew User

Logon Information
Email Addresses

Symbalic D | SYSADMI

[J Change Password?
() Password Expired?

User ID Alias
Instant Messaging Information @

Edit Email Addresses

Userip:  NEWUSER

Primary
Email Email Type Email Address

General Attributes Account

Language | English O Enable Expert Entry Business v newuser@usg.edu

Currency

Default Mobile Page

Permission Lists
Navigator Homepage Primary |BOR_BU_88000

Process Profile |PT_PRCSPRFL Row Security

E Update/Display

General | D | UserRoles | Worflow | Audit | Links | User D Queries

UNIVERSITY SYSTEM OF GEORGIA
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) Administration ID Tab

New/Current Employees, Cho
pe to Employee and Add the E
e Afiribute Value box.

or Terminated Employees change
pe to NONE.

ﬁ UNIVERSITY SYSTEM OF GEORGIA
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Jser ID and Role Adn

Jser ID Administration User Roles T

— Add the Appropriate Security Roles; T
are three base roles (see spreadsheet);
they are a core user provide additional
ACCESS As appropriate.

— For terminated users, remove the BOR
PeopleSoft User base roles, and any
workflow/approval roles.

— The only dynamic role in Financials is

BOR_EX_APPROVAL (added dynami

hen user id is placed on the Appro
Ignments Pages in Expenses)

f @ﬁ’% UNIVERSITY SYSTEM OF GEORGIA
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Seneral || In] | User Roles | Workdflow || Audit || Links || User ID Queries

HNEWUSER
Mew Usar

User ID
Description

Dynmamic Role Rule

Execute on Server

Test Rule

Reole Mame

BOR FPecpleSoft User . O

BOR_FN_ADMIN_REF Q

ReportSuperlfser Q

| Return to Search

General | User Roles

UNIVERSITY SYSTEM OF GEORGIA

Wiorikf]

Q

Refresh

Description
BOR PeopleSoft User - no
(=5

Report Mgr-AdmindArchive

Report Super User

Service Monitor

ute Rul

Route Control
Route Control

Route Control

User ID Queries

oW Audit Links

Wiew All

(+] | [-]
+] | [-]

[+ [=]

Update/Display




Jser ID and Role Ad

er ID Administration Workflow Tab

— Ensure the routing Preferences boxes are
selected for Worklist and Email User

— Alternate User ID is used if the user Is an apE
and will be out of office

 Transactions will route to the User ID here while
employee is out on leave.

 Once the date range has expired, it is best prax
to r%move the User ID and date range from the
profile.

Reassign Work can be used to move ALL
fransactions waiting on the users appro
1ew approver (be careful with this)

ffﬁ/% UNIVERSITY SYSTEM OF GEORGIA




«

S Y
KAL@

S,

RD OF g,
3 oS

<0

5 OF THE ¢,

i

OF ggore\™

%
2,
2
P
g
i
&

&

| General H D || User Roles | Workflow | Audit H Links

NEWUSER

Mew Usar

User ID¥

Description
Workflow Attributes

Alternate User ID

From Date

To Date

Supervising User 1D

Reassign Work
To

‘ Return to Search

General Is} User Roles Workflow

UNIVERSITY SYSTEM OF GEORGIA

Audit

| User |0 Queries

Routing Preferences

Worklist User
¥ Email User

Q

Total Pending Worklist

Links

Entries:

User |0 Queries

| Update/Display




er Areas of Respo

Scurity Administration is more than
assigning roles and maintaining the U

There are other areas in the applicafio
Security Administrators may be responsi

for depending on how your instifution s
organized

User Preferences is most Always Securit
Administrator’'s Responsibility and is incl
In the Local Security Admin role

Setup Financials Supply Chain, Common

Definition, User Preferences, Define User
references

i " UNIVERSITY SYSTEM OF GEORGIA




er Areas of Respo

ommitment Conftrol Rules

— Commitment Control, Define Budget Sec
Assign Rule to User ID (BOR_KK_SETUP role)

— Commitment Control, Define Budget Securi
Request Build (BOR_KK_PROCESSES role)

Requester/Buyer Setup

— Setup Financials Supply Chain, Product Relc
Procurement Opftions, Purchasing, Buyer Se

— Setup Financials Supply Chain, Product Re
Procurement Options, Purchasing, Reque
etup
(BOR_EP_CONFIG_SETUP for both)

f@ﬁ/% UNIVERSITY SYSTEM OF GEORGIA




er Areas of Respc

Jintaining Department/Project Approvers for
ro/other Modules

— Setup Financials Supply Chain, Common Definitions, D
Chartfields, Define Values, Chartfield Values

» Department Link — Add manager’s emplid next to department
will approve transactions for

« Project Link — Add manager's emplid next to the project they w
approve Transactions for

— Setup Financials Supply Chain, Common Definitions, Des
Chartfields, Define Values, Department Approver

» Define Secondary Department Approvers here for ePro/other
modules

— Sefup Financials Supply Chain, Common Definitions, De
Chartfields, Define Values, Project Approver
» Define Secondary Project Approvers here for ePro/other mo

(BOR_GL_CHARTFIELDS role has access to all the abc

(>
A%
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=r Areas of Respc

odating Dashboard Security

PeopleTools, Security, User Profiles,
Dashboard Department Security
+ (BOR_MNGR_DASHBOARD_DEPTS role)

— PeopleTools, Security, User Profiles,
Dashboard Project Security
+ (BOR_MNGR_DASHBOARD_PROJECT role)

%% UNIVERSITY SYSTEM OF GEORGIA




Areas of Respc

nesaw State University ONLY

oncur User Profiles

— PeopleTools, Security, User Profiles, Co
Employee Profile
 (BOR_PT_CONCUR_USER role)

ffﬁd% UNIVERSITY SYSTEM OF GEORGIA




er Areas of Respc

XPENSES Schools

Travel And Expenses, Manage Expe
Security, Authorize Expense Users

— There is a Batch process that populates th
SXs a day, but for a critical hire that needs
access prior to the batch run, it can be
manually update. This allows and emplo
to enter expense transactions on behalf ¢
themselves or other employees.

» (BOR_EX_ADMINISTRATION role)

» This is probably handled by the expense
administrator on your campus

ffﬁ% UNIVERSITY SYSTEM OF GEORGIA




er Areas of Respc

PENSES Schools

ravel And Expenses, Manage Emp
Information, Update Profile

— This iIs where default chartfields are
configured for expense transactions, bu
It IS where you can sefup an expenses
Designate approver
 (BOR_EX_ADMINISTRATION role)

 This is probably handled by the expenses
administrator on your campus

ffﬁ% UNIVERSITY SYSTEM OF GEORGIA




er Areas of Respc

PENSES Schools

Setup Financials Supply Chain, Prod
Related, Expenses, Management,
Approval Setup, Approver Assignme

— This Is where approvers for Expenses are
defined by approval level.
 (BOR_EX_ADMINISTRATION role)

 This is probably handled by the expenses
administrator on your campus

ffﬁ% UNIVERSITY SYSTEM OF GEORGIA




bdule Specific Se

Spreadsheet — Financials Se
es

Use as a Guide
Hps:/ /Www.usg.edu/gafirst-

lin/documentation/category/seCuUriiy

— Here under Business Processes is the Securit
Administrator User Guide and Under Job Al
the 9.2 Security Roles & User Preferences
Suggestions by Module Area

Hps://www.usg.edu/gafirst-
iraining/epro_georqgiafirst marked

ere you can find helpful guides on hc
figure each type of ePro User in

%% UNIVERSITY SYSTEM OF GEORGIA



https://www.usg.edu/gafirst-fin/documentation/category/security
https://www.usg.edu/gafirst-fin/documentation/category/security
https://www.usg.edu/gafirst-fin/training/epro_georgiafirst_marketplace
https://www.usg.edu/gafirst-fin/training/epro_georgiafirst_marketplace

h Institution to be help

h Instifution is Staffed differen

ides should reflect how your e
setup.

Peoplegoft [l
9.2 SECURITY ROLES & USER PREFERENCES

SECURITY ROLES ROLES:
BOR_EP_BUYER_CENTER
BOR_EP_INQUIRY
BOR_EP_MAINT_REQ
BOR_EP_PROCESSES
BOR_PO_REQ_WORKBENCH
BOR_PO_INQUIRY
BOR_PO_MAINTAIN
e L BOR_PO_PROCESS
- : - BOR_PO_REPORTS
BOR_PO_REQ_MAINT
BOR_PO_REQ_PROCESS
BOR_PO_SETUP_CONFIG
BOR_PO_VENDORS_MAINT
BOR_EP_REQUESTER
BOR PeopleSoft User

Navigation:
PeopleTools > Security > User Profile > Distributed User
Profile > Add a New Value > User Roles Tab

ePRO Buyer users enter and maintain requisitions using the
ePro module. They also process requisitions and perform
purchasing-related maintenance tasks. They also enter and
maintain requisitions, purchase orders, change orders,
procurement contracts and vendor information in the
Purchasing module. They also process purchasing

UNIVERSITY SYSTEM OF GEORGIA transactions, run purchasing-related reports and maintain

purchasing-related configuration.
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PeopleS,th ePro BUYER
9.2 SECURITY ROLES & USER PREFERENCES

BUYER SETUP USER PREFERENCES

a

Navigation: Navigation:

Set Up Financials & Supply Chain > Product Related > Set Up Financials & Supply Chain > Common Definitions >
Procurement Options > Purchasing > Buyer Setup > Add a | User Preferences > Define User Preferences > Overall
New Value Preferences

" Aternste Character Enabled
] Display DebiCracit Amounts in Subsystems

Default PO Status should be set to Pending
Approval/Approved.

@ sove B ReammSewch ¥ Prevossinlet |4 Metnist S Nty {3 Refesh

UNIVERSITY SYSTEM OF GEORGIA

PGOP]eﬁeft ePro BUYER

9.2 SECURITY ROLES & USER PREFERENCES

USER PREFERENCES

Navigation:

Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement
> Document Tolerance Authorizations hyperlink

USER PREFERENCES

Navigation:
Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement

cument T mde Authorizations

[Tl override Voucher to Purchase Order Exceptions

oK Cancel | Rafresh
The 'Override Purchase Order to Requisition Exceptions’
option should only be checked if user should have authority
to take this action.




USER PREFERENCES

Navigation:

Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement
> Receiver Setup hyperlink

I Change Non 20 Receipt Price
lintarface Receint
[lRun Clase Shart

__| Subcomtract Streamiine
[lBlind Recaiving Only

Ho OrderQty () Ondersd Qty  ®1PO Remalning Qty

Recaiving Business Ui

Focus only in this area: Set the default to either PO
Remaining Qty, Ordered By, or No Order Qty and specify
the days +/-

Bfﬁ %“3; UNIVERSITY SYSTEM OF GEORGIA

Recaive

USER PREFERENCES

Navigation:

Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement
> Purchase Order Authorizations hyperlink

All Buyers” if user should have
fy individual Buyer Id’s in
tion if full authoriry

or all do not select the

r each buyer that the
user should have authority for in the ‘Bu; Tser Authorization’
section. Also, select the applicable box(es) to grant authority to
the user for all applicable actions (Add, Update, etc)

ould not have autho

Reopen 1s a new option n 9.2. Only grant if user should
have authority to reopen Purchase Orders.

ePro BUYER

9.2 SECURITY ROLES & USER PREFERENCES

USER PREFERENCES

Navigation:

Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement
> Requisition Authorizations hyperlink

USER PREFERENCES

Navigati

Supplier Processing Authority

BUYER

Authority to Enter
_] Authority to Approve
Authority to Inactivate

Supplier Audit

oK Cancel | Refresh

**Enter or Approve, but not both

Select ‘Full Auth for All Requesters’ if user should have

authority for all requesters. Do not specify individual Requester
1d’s in the ‘Requesters User Authorization™ section if Full
Authority is granted. If the user should not have authority for all
do not select the option above. Instead. enter the Requester ID
for each requester that the user should have authority for in the
‘Requesters User Authorization® section. Also, select the
applicable box(es) to grant Authority for applicable actions.

Set Up Financials & Supply Chain > Common Definitions >
User Preferences > Define User Preferences > Procurement
> Vendor Processing Authority hyperlink



odule Specific Sec

eafte a Custom Security Reques
orm for your Institution based on t
Job Aids that you customize to mak
easier

We deliver a Sample Request Form

Lets Jump info Application and Wal
rough some Module Specific Se




IT Audits

y are Audifs Importante
Decreases Risk Associated with IT
— Enhances Internal Control Environmen
— |Improves Internal Operations
— |denfifies Potential Vulnerabillifies

Areas we will focus on today
New User Access
Current User Access




New User Acce

ocument Procedures and Follow 1

Always Document the Request, Gain
Approvals and Save

Be able to Show that What was
Requested was granted

Never accept Phone Calls as a form of
authorization.

tore for Auditors

1sure Access is Appropriate and |i
nly what they need.

l UNIVERSITY SYSTEM OF GEORGIA




urrent User Ac

2riodically Review Current Users
Access, at least twice a year. Loo

the USG handbook or institutional IT
handbook

It jolb duties change, so should their
access in the application.

Document the changes, gain
Juthorization.

ure no segregation of duties Iss
in place.

l UNIVERSITY SYSTEM OF GEORGIA




rminated User A

IS should be handled on dema
S users terminate but at least
weekly.

Review Terminated users and confir
with HR that they are in fact
terminated.

ock the User id and update the u
alias as shown on General id 1o
= and update the ID tab.

ffﬁ% UNIVERSITY SYSTEM OF GEORGIA




GREGATE_DUTY_BOR Query check

Segregation of Duties issues. Run at le
ftwice a year

— Cross check with user preferences

BOR_SEC_TERMINATED_USER_HCM Que

checks for tferminated Users

BOR_SEC_USER_ROLES Query lists User IB
and their role assigments

OR _SEC_ROLES_BY_MENU_ITEM finds r

DR SEC_ACCESS BY ROLE shows
U ifems a role has access to.

i " UNIVERSITY SYSTEM OF GEORGIA




OPRAL_BOR - shows changes to the ID tab
ted User Profiles

)IT_OPRDF_BOR - Shows changes to the Distribute
lles; such as account locks, Userid alias changes,
SsSword changes, primary permission list changes

DIT_ROLCL_BOR - Shows any changes for roles and
ission lists

I_ROLDF_BOR - Shows changes to a role defini

ROLUS_BOR - shows changes to Users role

%% UNIVERSITY SYSTEM OF GEORGIA




er Preference Report

Setup Financials Supply Chain, Com
Definitions, User Preferences, User
Preferences Report

— BOR Menus, BOR Uftilities, BOR Security,
Commitment Conftrol Budget Security
Report

22N "% UNIVERSITY SYSTEM OF GEORGIA
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